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PARENTS GUIDE: HOW TO
NAVIGATE SOCIAL MEDIA
SAFELY WITH YOUR KIDS

If you're reading this guide, it is probably because you
are concerned about the impact of social media on the
wellbeing of a child in your life.

Center for Countering Digital Hate (CCDH) Is working hard to
make the multi-billion dollar social media industry safe,
transparen t, and accountable to the public and users. We've
got a long way to go—and Yyou are not at fault for how social
media companies are releasing addicti ve and exploitati ve
platforms that can harm children. Until these companies are
held accountable, we offer this guide with information and
advice to help you navigate the decisions you have to ta ke on
social media. .
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This guide consists of four sections to educate parents and
guardians about social media platforms and its impact on
young people:

Section One: how social media platforms and algorithms
operate.

Section Two: the various types of harms that children
experience online

Section Three: practical advice for parents and guardians
Section Four: additional resources for support and advice.

Science tells us that having a close connected relationship
with an adult caregiver is the single most powerful -
"% 680A%Y%"%U~ -A8% a"%u«"AABAAAOAOAAU¥A~Y
stress.!When parents or guardians agree on guardrails with |
their children to support their safety, alongside a close, b'
connected relationship, children can feel less helpless in the |
face of these challenges.




1. STATE OF SOCIAL MEDIA
& OUR KIDS

Most young people use social media, with many saying

they are “almost constantly” online. >0n average, a US teen
spends nearly 5 hours each day on social media. 3> And while
social media platforms say that users must be at least 13

years old, research suggests that nearly 40% of 8-12 year-

olds use social media. *

U.S. Surgeon General Dr Vwek Murthy has warned that youth
mental health is In a crisis and that social media poses a
“profound risk of harm” to children. °

It's hard for parents to keep up. Platforms keep changing. New
ones turn up e very year. Your kid might be sitting nextto you,
but they aren’t sharing the same experiences - they could be

In a world of their own on their phone on a platform you've
never used yourself.

rA teenager’s brain is especially responsive to

Lreally good and also really terrible.

Our experience tells us that many parents and guardians

are unclear about how social media works or the way that
platforms and algorithms are designed to keep children
addicted. We use the word “addicted” with care. This is not
just kids “liking” something; this is more like tobacco or drugs,
where absence may lead to withdrawal, and pleasure centers
are ruthlessly targeted by product engineers to engender
addiction responses.

1

the pleasure and reward-seeking experience,

or “dopamine hits” that can result from social
media engagement. ° A developing teenager’s
brain feels dopamine hits more intensely,
making the highs feel higher and the lows feel
lower. So social media can make them feel

-




At CCDH, we conduct independent research to understand how
platforms really work and how they affect our society in many
different ways, including the mental health of children and teens.

Across several studies on a range of platforms, CCDH'’s research
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llegal drugs being promoted to young boys; we found promotion

of eating disorders and self-harm content to young girls; and

children being exposed to bullying, sexual harassment and abuse

In virtual reality products. ’ Experts agree that we have a growing

and extremely serious problem. Action is needed urgently.

As parents and guardians, we face the nearly impossible

challenge of trying to protect our children online when they

are up against some of the most powerful companies in the

world, who fall to act transparently or honestly. Whistleblowers

and lawsuits have revealed that social media executives know

that children experience abuse, bullying, violence, and illegal
<A¥%U"%UAA%LAUY"8OATOA«a<UODA*%OU~+AA A
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What is an algorithm, and how

does it work?

There Is way too much content in the world for anyone to

read. Platforms like TikTok, Instagram, and YouTube have billions of
users. If you saw everything everyone wrote, frankly, it would be an
unpleasant and chaotic experience. You’'d log off pretty quickly.

That's why social media platforms use programs - algorithms - to
~0U8 <8§~--0AA¥%OUOa<UAAAOAa¥%"io ””-ObDA]¥ﬂ
main goal: they seek to make the user experience addictive so
people stay on the platforms.

The reason why they want us addicted to the newsfeed is that all
social media platforms make their money through advertising, so
they need us to scroll as long as possible.

This lets them gather huge amounts of data on your habits and
10” "0"%<«"OAUAA«O"~U"AIO0«¥A -Ajg8«~-AITOA -"OAU
advertisers.



Social media companies earn less when you spend less time
on their platforms—they spend a lot of resources, time, and
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constructed by computers.

Since online spaces are the main space where people share
news, exchange ideas, social norms, and connect with others
across the globe, algorithms have a huge impact: they shape
what we see, when we see it, and how often we see it. And
because they’re designed to addict, not present an accurate
picture, that lens is distorted. It can make the world look a lot
scarier, it can make others look happier or ‘better looking,” and
It can make us feel less good about ourselves.



Researchers have found that viewing extreme and provocative
content can be addictive — social media algorithms have learned
to amplify this content in our feeds, pushing people towards
addiction and extremism. % Social media companies do not
disclose how their algorithms work, leaving the public in the dark
about how they manipulate content to keep users engaged.
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pushing that content, however harmful, to keep you engaged at
any cost.

Mark Zuckerberg, the founder of Facebook, once admitted that
the most “violative” or outrageous content is the stuff that gets
the heaviest engagement and gets people sticking around to read
more, or argue back, or share with others. !

According to a recent complaint submitted by 42 bipartisan state
Attorneys General, Meta, which owns Facebook, Instagram and
WhatsApp, designs its algorithms to deliver the most engaging
content in a pattern that keeps our kids In

“perpetual anticipation”. 12



One of Meta’s own employees wrote, “teens are insatiable when

it comes to ‘feel good’ effects...”.  *Kids are discovering themselves,
U¥"ATAO - *A~OAa%AU¥"LEAY¥YATAU¥"0A UAS3LAISU¥EA
place Is In society. Social media algorithms, designed to keep them
addicted and maximize commercial revenues for the companies
U¥~UAAI%AU¥"LEAL~OOS8E”-0A8% a"%<«"AU¥"8§0A AN
relationships and perceptions of reality.
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These algorithms create norms that can shape an alternate
reality for young children. Children and teenagers are
particularly vulnerable to these normative pressures. 4

So when they see harmful content hundreds of times In
their social media feeds, they are inclined to believe that the
content is normal, typical, and appropriate.



2. KNOWN HARMS TO KIDS
ONLINE

CHILD SEXUAL E XPLOI TATION

Social media platforms connect people. But they don’t take g [
Oa §8"%UUA—~O"AUAA"%LOAO"AU¥AO"ASAYY" U ,'%C)A~C)”Ai‘i'
a result, there is a real risk of platforms enabling sexual 3 -
exploitation, abuse, or exposure to illegal or explicit content.
i
CCDH has documented how social media companies ha ve ,fﬁ’

failed to protect children from abuse:

In Meta’s virtual reality (VR) produc t, the Metaver se, we
found kids exposed to abusive behavior such as graphic

sexual content and racial slurs every 7 minutes on VR Chat,
the most popular VR social app. *°

Our researchers found that young teens were encouraged | *
to join virtual sex clubs and drug boutiques on Meta’s e \m = l"‘
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Meta’'s Internal Research
on Harms to Kids

Meta, the parent company of Instagram, Facebook, and
WhatsApp, has recently been sued by 42 U.S. state
Attorneys General for concerns related to child safety. %/
These Attorneys General allege that Meta has willfully
ignored children under 13 on its apps, neglected to
address child safety risks, and actively suppressed
Internal research that directly documented the harms
experienced by children.

One example of Meta’s negligence has been its response
to its internal “Bad Experiences and Encounters
Framework” (BEEF) survey. The survey asked children
and adults whether they saw harms on Instagram in the
previous 7 days.

J¥"A %8%iOEA OA%LAS"$BEA~O"AO¥Au8%QF
More than half of teenage users  had encountered at
least one online harm In the previous 7 days.

68.6% of users reported unwanted sexual advances on
Instagram’s DM/Chat feature  in the previous 7 days.

1 in 8 of 13- to 15-year-olds reported receiving
unwanted sexual advances on Instagram.

Arturo Bejar, an engineer responsible for user safety
*OU~jO~Y“EAO¥~0"AU¥" O A 3%83%;0A18 ¥/
leaders, including CEO Mark Zuckerberg.

Meta ignored the survey results and ordered Bejar not
to share the survey’s results with other employees and -
UAAPAYAAE8O"<UA~<USA%LAUAA~«O"OOASRC

Meta only disclosed this research once it was forced to
In its litigation with state Attorneys Generals.



Kids’ Mental Health

Content on social media can damage ¢
health. One major concern about socia

nildren’s mental
media algorithms

IS that they recommend content from ot

ner people that

causes children to feel bad about themselves. Documents
disclosed by Meta to U.S. state Attorneys General reveal

that its researchers call this experience

“negative social

comparison”, and it is particularly common in teens and
young girls, although it can affect boys too. *°

Bullying and harassment are other major risks of social media
use. These behaviors occur frequently on large platforms
and are often exacerbated by their designs, which have few

safeguards against abuse.

Center for
CC Countering
Digital Hate
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Tik'!'uk pushes harmful content promoting
eating disorders and self-harm into users’ feeds.
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Children may also be exposed repeatedly to content about eating
disorders, self-harm, and suicide. Our research has shown that social
media apps recommend this potentially deadly content to vulnerable
children and teens: %

In Deadly by Design , we found that Tik Tok hashtags hosting eating

disorder content had over 13.2 billion views. In that study, we opened
new accounts on TIKTok pretending to be 13-year-old girls and
O"<AQO«"+AU¥"A OOUA%"AY%LE8¥aU"OAA AO"<AY Yo" Yae" e Ayl
‘For You'’ feed.

Self-harm content was recommended within 2.6 minutes.

Eating disorder content was recommended within 8 minutes.

Body image and mental health content was recommended
every 39 seconds on average.

Worse still, if we renamed the accounts so they had the word
“loseweight” In their username, to indicate a vulnerability to harmful
content, TikTok’s algorithm recommended more eating disorder and
suicide content to those accounts they received:

3 times as many harmful videos as standard teen accounts
12 times as many self-harm videos as standard teen accounts




lllegal Drugs and Steroids

How TikTok promotes dangerous and

_ potentially illegal steroid-Ii
Researchers have found that drug dealers are operating on y €9 | roid-like drugs to teens

nearly every major social media platform. 2'Many drugs sold
through these platforms have been laced with deadly doses
of fentanyl, killing many young people. 4 In addition to illicit
drugs, the platforms have also facilitated the sale of steroid-
like drugs (SLDs) to boys and young men.

CCDH researchers have found that hashtags on TikTok
promoting the consumption of dangerous SLDs to boys and
young men received up to 587 million views over the last
U¥O""A0"~OODAM"AA%Y O%"«AU¥"A"A80U"%<«<"AA A«
peddle these substances to youth online, identifying 35 TikTok

8% a"¥%<«"OO0AISU¥A - 8% uOAUAA#%BAI"SOSU"OAOD”--8%iAU¥"0O"A«0a;0D
Display large amounts of steroids with the caption “Risk it”

Popular videos on these hashtags downplay the risks of drugs, Advocate for viewers to start using steroid-like drugs in
deliberately targeting teens. For example, they their teens
Encourage followers to “just tell your parents J¥”AUOI"OAA AOajOAI”AQUAa*8"A~--A<~00¢

they’re vitamins” risks, including potentially damaging children’s hearts. %




Incels, Toxic Masculinity,

Violence against Women
and Girls

Many young boys are being exposed to horrifying messages
encouraging hatred of women. We have studied and exposed
fringe online cultures promoting extreme hate, violence
against women, rape - even encouraging mass shootings -
on social media. #

The U.S Secret Service assessed that there is a rising threat
to women and girls in the US, and the U.K.’s Intelligence and
Security Committee is also concerned. #°

In our study of the “Incelosphere”, we found that incel
forums actively promote pedophilia and child abuse. “°Our

In CCDH’s polling, we found that 54% of high-use teens
agreed with the statement, “Some men are destined to be
alone because of their looks.” #®

This Is a very dark part of the internet and if your child is
exhibiting behaviors or attitudes that are outlined in our
“What is an Incel?” guide, we highly recommend that you
seek mental health resources for them, which are outlined
later In this guide.

O”0"~0«¥"O0A8+"3% U8 "eAO0"€"0~-A0Aa%iASAOOAI¥AAI"O"A~%A%;OUA

the incel community’s most active members and expressed
extreme views. 2




Hateful Fringe Platforms
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Telegram - an “encrypted”
messaging service that allows

Rumble - an alternative Gab - a social media platform
. . . . users to create channels where
video-sharing site that has that largely opposes removing _ ,
they can share information to

recently become a haven for any harmful content. Gab was

o . . thousands of users. Telegram
provocateurs who have been Implicated in planning ahead of heen oy extremist

. . oA . xtremi

removed from more mainstream U¥"A5~3%a~O0A(EA$"S#HA~ Baﬁ ~e<e|_1 N?Aed% Xte e_ tS
platforms. #° the U.S. Capitol.”™" grotips, INCIUCING TEITONSLs,

to spread propaganda and
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3. PRACTICAL ADVICE FOR
PARENTS OR GUARDIANS

HAVE AN OPEN CONVERSATION WITH
YOUR CHILD

Many parents are worried about the impact of social media on their
children. Far too many parents have lost their children due to the
harassment, bullying, or harmful content they experienced online.

As a user, your child is up against a multi-billion dollar industry that is
UO08%jAUAA jaO"AAAUA"6"O0ATO0«¥A -Aj8«~-AUO
online. It is really important to realize that your child’s recommended

<A¥%U"%UASOA%LAUA~AO” "<USA%AA AT¥AAU¥'O0A~
attempt to keep your child online as much as possible.

Think of the algorithm as an abusive salesperson that will do anything to
keep your child engaged-they will resort to anything, including content
that makes your child feel angry, ashamed, and frustrated. Children
cannot be blamed for what the algorithm shows them and it is really
Important that kids don’t end up ashamed to the point that they are too
afraid to discuss what they see.




The best way to talk to children about social media
IS to create an open, shame-free conversation:

Discuss how platforms and
algorithms work; what they usually
see on their feeds, and how it is not

Negotiate an agreement with them to establish boundaries and norms that will
"% <«Aa0~j"A A0OU¥"OA+*8~-Aja"DA]¥8OA~¥%A8%c-a*"A ja0O8%;
free times during bedtime and meals, time limits on phone usage, or delaying

~A a--AO” "<USA%AA AU¥"SOA{tDOOVSIARAEBA"OAAUS-AU¥"0A~0"AO"~+0DA OAOAAA-80O:

Interests, and hobbies.

Establish an open dialogue with
your child about what they see
online and how they feel after seeing
good and bad content. Remember
not to direct blame at the child —

but rather at the algorithm that is
exploiting them.

soclial media usage and the peer pressure faced by young children to engage on
soclial media platforms.

Assess the privacy and security settings they have on their accounts and
I¥"U¥"OAS8UA8OAOa <«8"%UA AOAU¥"80A0~ "UOEAI"A-80OUA
suggestions Iin the next section.

Seek help early and refer to the resources outlined in the appendix
If you need more tailored advice.



Know the tools that you can use

Many social media platforms have designed controls and
features that can create a safer experience for children on
OA«8§~-A%"«8§~DAJ¥"O”AUAA - OA~-0O"A8%0a
do not address the root of the problem, but they remain

the main mechanism available to users.

Activate “restricted mode” or “sensitive content control”
Instagram, YouTube, and TikTok have features that allow you
to restrict content that the algorithm assesses may be too
mature or offensive. YouTube also restricts children under 18
from viewing certain mature content.

TikTok

Instagram

YouTube

<8§"¥%U-0A”

Restricted Mode: Off

? Limit videos that may be inappropriate for
some people. If you find an inappropriate
video in Restricted Mode, report it to help
us improve.

& Turn the setting on and off at any time




Limits

| =il AL | B e __l:_'.\,- Ty ¥vll A TTPERE]
[ s you approve them. Learn how it works.

Who to limit

Accounts that aren't following you

Strengthen your child’s privacy
settings: Instagram and TikTok
allow you to set your child’s
account to “private”, which
means all followers must be
approved. Snapchat also allows
you to set various limits on who
can send friend requests to your
child’s account.

TikTok

Instagram

Snapchat

Limit who can message your
child and view their content:
Instagram, TikTok, and Snapchat
allow your child to prevent
strangers and people they

don’t follow from sending them
messages. TikTok also allows

you to control who can view and
comment on your child’s content.
Instagram
TikTok
Snapchat

Report harmful accounts and
content: If your child is ever at
risk of encountering these harms,
you can report harmful content
or accounts.

1a0%AA A% AU 8nstaduadi 34
YouTube, and TikTok allow you to
LaU’A%AUS «<~USA%OAO
child about content the algorithm
[O”«8<UOAU¥"0AI8 - A %o

Instagram

YouTube

TikTok




Welcome to Family Centre!

View your teen'’s friends

Encourage your teen to only add people

See who they're chatting with

Restrict sensitive content

Limit your teen’s a b |=i_:-,' to view sensitive

Disable My Al

Block My Al, our generative Al chatbot, from

responding to your teen.

Report abuse

Help your teen feel comfortable reporting

limpse into who they've talked with in

Schedule reminders to take breaks  : Instagram,
YouTube, and TikTok allow you to schedule reminders
for your child after they have used social media for
more than a certain length of time.

Instagram

YouTube

TikTok

Hide like counts: Instagram has a feature that
allows your child to opt out of seeing like counts
on their and other people’s content, lessening
social pressure online.

Instagram
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& Limits

If you feel like you're being harassed, you can temporarily
limit unwanted comments and messages. They will be hidden
unless you approve thermn. Learmn how it works.

Who to limit

Accounts that aren't following you &3
These accounts may be spam, fake or created to
harass you.

Recent followers &5

These accounts started following you in the last
week.

How long to limit
Limit for 1 week >

We'll remind you to turn this off after the time you choose.

O (O] %:
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&  Sensitive content control

Control how much sensitive content
you see

We try to avoid recommending sensitive content
from accounts you don't follow. You can also set
preferences for how much sensitive content you may
See.

O This only filters content from accounts you
don't follow, like search results or recommended
content.

02, You'l still see everything from friends, family and
other accounts you follow.

E Sensitive content doesn't go against our
Community Guidelines, but refers to topics some
people may not want to see. We'll always work to
remove content that goes against our Community
Guidelines. Learn maore

Learmn more

n Q ® ©




Instagram, YouTube, TikTok, and Snapchat all have parental controls
that you can use to protect your child’s account. Parental controls
allow you to adjust the settings of your child’s account to give them a
safer experience.

This process starts by “linking” your account with your child’s

account on each app.

For instance, using TikTok’s Family Pairing feature allows you to send
your child an invitation to activate Family Pairing. Once activated,
Family Pairing allows you to control their privacy settings and limit
their daily screen time. *2




Talk to your elected of cials,
community leaders,
and educators

There are more rules and laws ensuring the safety of your If you are interested in learning more about routes to

washing machine or a sandwich shop than the apps our reforming social media, you can read CCDH’s STAR

¥§. 20" %AOI"H%A%"~0-0A "A¥AWOA AAYA"EEQRADIKOWe developed this legal framework with

deserve to be safe and know our kids are safe, but we can lawmakers from the US, UK, EU, Canada, Australia, and New

A3 -0A]"UAU¥~UAS Ai"TAe"%~%eAS"UU0OA O AZ6AME AIMSst @l oPthosecunti?, Apart from the US,
they have since passed legislation. The framework explains

We need our lawmakers to hold social media companies how we can encourage safety, transparency, accountability,

accountable and have our backs as parents. and responsibility from social media companies.

\J

You have the power to make a difference on this issue
SOAU~ nu8%;AUAAOAAOA”-"<U"«AA <8~ -OA~SAaUAOAAOAA%O%OD




#aYae~%"%U~--0EAa¥%US-AI"AO"680"AW"<USA%AS%"AA AU¥"A
Communications Decency Act 1996, which shields social

media companies from being legally challenged on grounds

of negligence or product design failures, even if they harm

our kids, we won'’t be able to change the incentives so these

companies think about safety seriously. We are working hard

to make sure that law Is changed to bring social media in line

with every other industry in America today.

You can also raise awareness about how social media
platforms affect children and teenagers with community
leaders, family members, educators, and coaches.
Send them this guide.

Having friends and other adults looking out for signs of

worrying behavior or attitudes can prevent serious harm to
<¥8.«O0"%DAM"deé”"A~-OAA-80U" AAO|~%82~U8A%LOAU¥~UA~3%ATOAEE"A
further guidance and information if you want to learn more.




4. ADDITIONAL RESOURCES

NEDA — US eating disorder support Nedic — Canadian eating disorder AAP — American Academy of Pediatrics
and advice. AJAAO"~<«¥A~A¥"-1-8% "dupportAmnht'asflvice. For their helpline tips and tools from children’s health
031 2237 from 11am — 9pm ET Monday <~ A#*((A(DBA&SS"A O AL A Hexpertsolcarhaukicate and create a

to Thursday, and from 11am — 5pm ET on Monday to Thursday, and 9am — 5pm on Family Media Plan .
Friday. To access web chat support use this Friday. For web chat support use this link
link between 9am — 9pm ET on Monday to at the same times above, and between
Thursday, and 9am — 5pm on Friday. 1lpm — 7pm on weekends.

Fairplay — Resources from experts on
navigating social media harms, screen
time, and child development.
BEAT — UK eating disorder support and The Trevor Project AVA#O7""A$&Q)A<O8080A
advice. To reach a helpline use this link to intervention and suicide prevention American Federation of Teachers _, on

e AT¥A%U"A%ALS"OOA AOA Yserviges BAdabidh|yay bisexaal, social media harms to studentsand
Wales and Northern Ireland, 365 days a transgender, and questioning (LGBTQ) educators. A "€"-Al"*A-AO"UAA AO
year, 9am — midnight during the week and 0 AAU¥A~i"OA#%V $& A § % A U ¥ "1RAUYfE SHange demands for social media

4pm — midnight on weekends. For 24 hour L L __ companies . |
web chat support use  this link. IASP VA*3%4U"03%~U8A%~-A OO A«8LkES ¥s¥l AarAiliAReport - outlines
Suicide Prevention. Global Directory of O1”«8 <A¥~0»%OAUAANE-OAiISU
a U U” O—Australian eating disorder crisis hotlines and resources providing school districts

support and advice. To reach a helpline O""EA<A%¥ «"3%U8~-AO0"- U¥~0%A~%A0a8<8"A
<~ A#*""A%%AE&()%EA~ &~ § - ~Bevehtiah Anterientiéapand support.
midnight seven days a week.




Endnotes
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